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2d by the Water Sector Coordmatlng
CC) and Government Coordinating
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— To develop a national performance measurement
= _—system for the water sector and

— Align the 14 Features of an Active and Effective
Security Program with the Water Sector Specific Plan
(SSP) Goals and Objectives.
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OHHDH ance measurement system.
c_*ally

- asufes that align and support the goals

-—— eme 1d objectlves of the Water Sector Specific

_ — Plan (SSP);

.",_' ~— A system for tracking measures;

— A reporting structure; and

— Protocols for collection, retention, and
protection of information/reports.
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- Oopcuw '2: Aligni the 74 Features of an Active
zriel EfEe five Securty. Program with the \Water
SO JJ: _s and objectives. Specifically:

— Dete mlne how! the features support the goals and
=] jectlves of the Water SSP;

u-—‘E*nsure that the features explicitly and adequately
- _-:_- ~ address the concepts of response, recovery, and all
; " hazards; and

— Streamline and combine features as appropriate
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~ s Eour in-person meetings and many
conference calls over the last ten months
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AUl measures:
— ACIV] rJ’__ :and outputs measures

=~ rlrlécl..ff ous chemical security measures
= Risk eductlon outcome measures

““Ttary utility reporting system approach

fﬁtij ity measures Implementation approach,
“Including self-assessment

e Utility reporting baseline date and frequency
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ers‘ ctor” Measures for states, water
Ii / ~SOCIatIOI’IS and federal agencies

%( or mg approach for other actor
— e asures

deated Features or an Active and
Effective Protective Program for Water
anad Wastewater Utilities
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Uiility Veasures [mplementation,

> Tye g,f approach
=“Cor fset of measures for national
ﬁrtmg

| --T--~?-- -Addmonal measures for optional utility
= ‘self assessment
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: eoorlng
— Juomj ted to third party for national
2l atlon

_J fle] U] eS
- — Al 16 utility activity/output measures
I'i;;":"’ — Hazardous chemicals security measures

- — 3 risk reduction outcome measures

> Core MEASUNES or r "'o'
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Jazardous Che
Secu rlf?=|vleasu es

> Mezisilfe UmBEr andpercent of utilities
WiEr] or]g sical and/or procedural contrals in place
iersaieguard hazardous chemicals.

- J\/Je,:' ure 2: Number and percentage of utilities
at include gaseous chlorine in their hazardous

-:—f? e‘mlcals use.
;—:“ - i

- ® Measure 3: Number and percentage of utilities
that have evaluated their disinfection methods
considering water quality, public health, and
Security ISsues.
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Méﬁsure ~

| der Detec IOn apallty
F f critical assets withi enhanced
JJF LY/ ‘to detect intruders

VIEES e for Power Resiliency: Percent of
lL,Ej [esitiiat have backup power for critical

ratlons
ﬁ’i' Nleasure for Production Resiliency: Percent
~ ofi utilities that can meet minimum daily demand
with their primary production/treatment plant
non-functional
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cle l} e 1all risk- reduction outcome measures
OPEC n by utilities; available for optional self
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'Ip Utilities gauge progress and

- —in rovements resulting from implementation of
t e activities associated with the core measures

—
_ e Results of self-assessment not reported
nationally
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. Reporting Basell
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= —“Annual in the same month each year

* — Reassess If future DHS guidance recommends
 different reporting frequency



‘:_

C erﬂé\ = NVea

& _ p—

P

IsUres for’ EPA, IDHS, water utlllty
Dns and state primacy agencies

Xeif: ,;‘
=\U *—ber of state drinking water and/or wastewater

= ;c)grams that participated in one or more Federal or
. state level emergency response exercises in which the

== ““', water sector was a focus.
~  — Number and percentage of Public Utility Commissions
= that have designated personnel or a method Iin place

to discuss security costs and issues with utilities.
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geporting for Other ACtor
MEasures

ViltiEpath appreach tor collection and
WEIEgation ofi other actor measures data

— EP_A} ects and aggregates data on federal

am *‘ res firom EPA & DHS programs

Z== _a"ft'e_r.associations continue discussions and develop
~ an approach for collection and aggregation of

—
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=
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= association data
- — EPA, ASDWA and states continue discussions and
develop an approach for collection of state and PUC

data
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Implementation Approachiandis
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BTty data collected by 3 party
r{ewrr]? construction to begin
Inme rately

Qu: astions for beta test by end April 2008

ljB ata available in 2008
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> Co-erlfss review and recommendatlon provided
(0 WOre :@up for fatal flaw review:

— ofzirel g., agement/banding rules,
— rlqg_f ;eportlng format, and
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— E— Draiit product available for workgroup review and
if*];r_:]pu-t. |
— Definitions of key terms

i

® Monthly updates available for workgroup
members
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fiEl"Report approved at WSCC and GCC
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