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Key Regulatory Issues

ÅEngaging & Empowering Consumers

ÅProtecting Consumer Expectations of Privacy

ÅFacilitating Interoperability, Security, & Innovation

ÅCoordinating Wholesale & Retail Power Markets

ÅUpdating Reliability Criteria for Supply & Distribution

Concluding Thoughts: Why is Smart Grid Important?
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FERC, National Assessment of Demand Response Potential (2009)

U.S. Demand Response Potential
By Class & Type

Engaging Consumers
Å Pricing for Residential Consumers is 

Key to Expanding Demand Response

Å 3rd Generation of Demand Response: 
Price Responsive Demand
ï Retail Pricing: Critical Peak Price, Critical 

Peak Rebate, & 2-Part Real-Time Pricing

ï Expansion Depends on Investments in AMI 
& Enabling Technology

ï Response Occurs Naturally without being 
Offered or Dispatched in RTO Markets

Å Experiments Needed to Segment 
Consumer Market & Identify 
Combinations:
ï Pricing

ï Technology

ï Information 
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Engaging Consumers: Nudges

ÅOpt-out vs. Opt-in Pricing
ï In Many Contexts Default Options Matter a Great Deal: 

ÅOrgan Donation Rates in Nations with Opt-in rules are generally below 
30%, while Donation Rates in Opt-Out Countries typically exceed 90%

ïOpt-out Has Additional Marketing Expenses for Utility

Å Information Feedback
ïPeer Group Usage Comparisons 

ÅStudies suggest 2% to 10% Reductions in Energy Use Possible

ïVoluntary Commitments

ÅConsumer Goals + Continuous Feedback May Increase Savings, up to 12% 
of Natural Gas Usage in one Study

ïNear Real-time Feedback Could Matter: Allowing Consumers to 
Identify What Behaviors Impact Demand
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If you cannot measure it, you cannot improve it.

- Lord Kelvin 
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Privacy Concerns: Need for Policy

ÅPrivacy Risks Increase with: Granular Data and Third Party 
Access, associated with Personally Identifiable Information
ïGovernment / Law Enforcement Requests

ïCyber Security Breach

ïMisuse of Data ςUse for Unintended or Not Agreed upon Purpose

ÅPotential Privacy Concerns:
ï Identification of Behavior & Appliance Usage Patterns

ïReal-time Remote Surveillance

ïAuthentication Fraud: Attributing Usage to a Different Consumer

ïCommercial Data Uses, e.g. What does an advertiser know?

5

ñThe question we confront today is what limits there are upon this power 

of technology to shrink the realm of guaranteed privacy.ò

- Justice Scalia writing for the Court: Kyllo v. U.S. 533 U.S. 27 (2001)
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Graphic Example

From M. Newborough & P. Augood, Demand-side Management Opportunities for the UK Domestic Sector, 
IEEE Proceedings of Generation Transmission and Distribution 146 (3) (1999) 283ɀ293)6/29/2009
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Privacy: Constitutional Protections
Å Privacy in the Penumbra of the Bill of Rights

ï Griswold v. Connecticut, оум ¦Φ{Φ птф όмфсрύΥ ά±ŀǊƛƻǳǎ ƎǳŀǊŀƴǘŜŜǎ ώƛƴ ǘƘŜ .ƛƭƭ ƻŦ wƛƎƘǘǎϐ 
ŎǊŜŀǘŜ ȊƻƴŜǎ ƻŦ ǇǊƛǾŀŎȅΦ   Χώ¢ƘŜȅ ǇǊƻǾƛŘŜϐ ǇǊƻǘŜŎǘƛƻƴ ŀƎŀƛƴǎǘ ŀƭƭ ƎƻǾŜǊƴƳŜƴǘŀƭ ƛƴǾŀǎƛƻƴǎ 
of the sanctity of a man's home and the privacies of life." 

Å Reasonable Expectation of Privacy

ï Katz v. United States, 389 U.S. 347 (1967):άǊŜŀǎƻƴŀōƭŜ ŜȄǇŜŎǘŀǘƛƻƴ ƻŦ ǇǊƛǾŀŎȅέ ǿƘŜǊŜΥ 

·LƴŘƛǾƛŘǳŀƭΩǎ ŀŎǘƛƻƴǎ ƛƴŘƛŎŀǘŜ ŀƴ ŜȄǇŜŎǘŀǘƛƻƴ ƻŦ ǇǊƛǾŀŎȅΤ ŀƴŘ 

· Expectation of privacy generally recognized by society. 

Å Privacy Expectations & Technology: 

ï Kyllo v. U.S ., оуф ¦Φ{Φ опт όнллмύΥ ά²ƘŜǊŜ Χ ǘƘŜ DƻǾŜǊƴƳŜƴǘ ǳǎŜǎ ŀ ŘŜǾƛŎŜ ǘƘŀǘ ƛǎ ƴƻǘ ƛƴ 
general public use, to explore detail of the home that would previously have been 
ǳƴƪƴƻǿŀōƭŜ ǿƛǘƘƻǳǘ ǇƘȅǎƛŎŀƭ ƛƴǘǊǳǎƛƻƴΣ ǘƘŜ ǎǳǊǾŜƛƭƭŀƴŎŜ ƛǎ ŀ ΨǎŜŀǊŎƘΩ ŀƴŘ ƛǎ 
ǇǊŜǎǳƳǇǘƛǾŜƭȅ ǳƴǊŜŀǎƻƴŀōƭŜ ǿƛǘƘƻǳǘ ŀ ǿŀǊǊŀƴǘΦέ

Å Third Party Doctrine: 

ï Smith v. Maryland, 425 U.S. 435 (1979): ά¢ŜƭŜǇƘƻƴŜ ǳǎŜǊǎ Χ ƪƴƻǿ ǘƘŀǘ ǘƘŜȅ Ƴǳǎǘ ŎƻƴǾŜȅ 
ƴǳƳŜǊƛŎŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ǘƘŜ ǇƘƻƴŜ ŎƻƳǇŀƴȅΧέ ŀƴŘ άŀǎǎǳƳŜ ǘƘŜ Ǌƛǎƪέ ǘƘŀǘ ǘƘŜ 
company would reveal the information to the police. See also: United States v. Miller, 
442 U.S. 735 (1976), third party doctrine applied to bank records.
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Statutory Protection: Fair Information Practices

Personally Identifiable Information (PII) is often protected by 
statute (Privacy Act of 1974) requiring organizations to provide:

Å Transparency: Provide notice covering collection, use, dissemination, & 
maintenance

Å Individual Participation:  Seek individual consent, provide for correction, & 
redress misuse

Å Purpose Specification: Specifically articulate purposes for PII use

Å Data Minimization: Collect only PII directly relevant & necessary to 
specified purposes & retain only for as long as necessary to fulfill purposes

Å Use Limitation: Use solely for the purposes specified in notice. 

Å Data Quality & Integrity: Ensure PII is accurate, relevant, timely, & complete

Å Security: Protect with appropriate security safeguards

Å Accountability:  Accountable for compliance, training, & auditing actual use
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Consumer Data: Ohio Electricity Rules

ÅOhio electric utilities are prohibited from disclosing customer 
account & social security numbers without consumer consent 
or valid Court or PUCO order other than for purposes:
ïSpecified collections & credit reporting

ïParticipation in an assistance program 

ïGovernment aggregation (account numbers only)

ÅOhio electricity consumers have a right to 24 months of their 
usage history including detailed consumption & time 
differentiated pricing data
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Developing A Privacy Policy

ÅKey New Questions:
ïMust data be provided to consumers in a specified machine readable 

format?

ïShould consumers have the option to obtain near real-time AMI data?  
What are the costs of providing this option from the meter?

ïWhat usage data may the utility bring back from the meter?  And 
retain?

ïHow should Commissions regulate access to, maintenance, usage  & 
disposition of data within the utility?

ïTo  what extent should the utility be required to anonymize data?

ïUnder what forms of consent & conditions may data be provided to 3rd

parties?  Can the consumer restricted from turning over the data?

ïHow can policies both protect privacy and encourage 3rd party 
innovation? 
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NIST Cyber Security Report: Privacy Findings

116/29/2009

ÅDevelops Preliminary Privacy Impact 
Assessment based on:
ïOECD Privacy Principles

ïAmerican Institute of Certified Public Accountants 
(AICPA) Generally Accepted Privacy Principles 

ï ISO/IEC 27001 Information Security Standards

ÅSuggests Fair Information Practices, including:
ïEstablish Management Policies for Privacy , 

Information Security, & Law Enforcement Requests

ïProvide Notice to Inhabitants & Utility Customer

ïConsider Giving Choices about Data Collected & 
Relate  them to Services Provided

ïAggregate & Anonymize Information where Possible

ïPerform Regular Privacy Impact Assessments
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Smart Grid Interoperability

Å Interoperability is the capability of different systems and devices to 
communicate and operate effectively with one another without 
significant user intervention

ï May require agreement on physical interface, communication protocol, 
message format, definitions of terms, & other practices and policies

ïCǳƭƭ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ Ƴŀȅ ƘŀǾŜ άǇƭǳƎ ŀƴŘ Ǉƭŀȅέ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎΥ ƛΦŜΦΣ 
connect them and they work together

Å Interoperability is important to: 

ï Prevent premature obsolescence, facilitate future upgrades, & ensure 
systems can be scaled up for larger deployments

ï Promote competition among vendors reducing costs, accelerating 
innovation, & increasing consumer choice

ï Enhance visibility of data and reliability of the electric grid

ï Make it easier for consumers to use smart devices
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Interoperability Standards: EISA 2007
Å EISA Directs National Institute of Standards and Technology (NIST):

ï Coordinate the development of model standards for interoperability of smart 
grid devices and systems

ÅFlexible, uniform, and technology neutral standards 

ÅAlign policy, business, & technology approaches to enable traditional resources, 
distributed resources, renewables, storage, efficiency, and demand response to 
contribute to an efficient, reliable grid

Å EISA Directs FERC:
ïWhen sufficient consensus, to institute a rulemaking to adopt standards 

necessary to insure smart-grid functionality and interoperability in interstate 
transmission of electric power, and regional and wholesale electricity markets

ï9L{! ŘƛŘ ƴƻǘ ŜȄǇŀƴŘ C9w/Ωǎ CŜŘŜǊŀƭ tƻǿŜǊ !Ŏǘ ƧǳǊƛǎŘƛŎǘƛƻƴΥ C9w/ Ƙŀǎ ƴƻ 
authority to enforce distribution or retail standards

Å State Commission Role in Standards Adoption:
ï State may Explicitly Adopt Standards or Will Implicitly Adopt or Waive 

Standards when Approving Utility Investments
ï Potential for Parallel Federal & State Commission Actions
ï Vendors may follow standards not legally mandated
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Smart Grid Framework and Roadmap 1.0

http://www.nist.gov/smartgrid/

Conceptual Model

Å Published January 2010

ïExtensive public input and review

Å Smart Grid Vision / Reference Model

Å Identified 75 existing standards

Å 16 Priority Action Plan Projects
are filling key gaps

Å Companion Cyber Security Strategy

ïNISTIR 7628 Published February 2010

ïNext Version Expected July 2010

6/29/2009
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Smart Grid Interoperability Panel

Å Public-private partnership formed by NIST in Nov. 2009

Å {DLt ƛǎ ǿƘŜǊŜ ŀ ōǊƻŀŘ ŎǊƻǎǎπǎŜŎǘƛƻƴ ƻŦ ǎǘŀƪŜƘƻƭŘŜǊǎ ŘŜǾŜƭƻǇ ŎƻƴǎŜƴǎǳǎ 
about how to build a smarter grid

ï Over 580 member organizations, 1700 participants, from 22 stakeholder 
categories 

Å Supports NIST in coordinating development of standards

ï Identifying Requirements

ïWorking with Over 20 Standards Development  & Standards Setting 
Organizations  (SDOs & SSOs)

ï Reviewing proposed Standards for Requirements Compliance

Å Open, transparent process

ï SGIP Twiki: http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/SGIP

Å International participation
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Elements of Smart Grid Interoperability

16

Gridwise  Architecture StackÅ Standards Support 
Economic & Regulatory 
Policy Objectives

Å Flexible, Overall System 
Architecture

ïWell Defined Interfaces 
between Loosely 
Coupled Layers

Å Internet Model

ï Conceptual Reference 
Model & Architectural 
Templates 

Å Cyber Security Standards

Å Testing & Certification
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